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CERN and LHC
= Role of databases in LHC data management

= QOracle database technologies and deployment
models

= QOracle Streams replication
= Monitoring

= Future improvements
Summary
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DM The LHC Computing Challenge 1T

g0

Data volume

— high rate x large number of
channels x 4 experiments

— 15 PetaBytes of new data
each year stored

— much more data discarded
during multi-level filtering
before storage

« Compute power

— event complexity x Nb. events
X thousands users

— 100 k of today's fastest
CPUs

« Worldwide analysis & funding

— computing funding locally in
major regions & countries
— efficient analysis everywhere
CERN IT Department
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M WLCG Collaboration SE
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The Collaboration
— 4 LHC experiments
— ~200 computing centres
— 12 large centers (Tier-0, Tier-1)
— 38 federations of smaller “Tier-2” centres
— growing to ~40 countries
— Grids: EGEE, OSG, Nordugrid

« Technical Design Reports

— WLCG, 4 Experiments: June 2005

 Memorandum of Understanding
— agreed in October 2005
 Resources
— 5-year forward look

CERN IT Department
CH-1211 Genéve 23

Switzerland
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DM High Energy Physics - User Community pepartment

g0

* Very many application developers
— with varying levels of DB training

« A large number of different applications

— detector geometry, conditions, calibration, configuration,
production workflow, analysis data
— Grid services: file catalogs, transfer workflow

* Very different operational environments

— online systems:
« HA required, controlled environment

— data production:
« coordinated batch access by production managers, grid
computing
— data analysis:
» chaotic access by a large number of users

CERN IT Department
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Oracle use within the LCG -5

www.cern.ch/it



Department

DM Oracle point of view SRNIT

Oracle Real Application Clusters 10g - Foundation for Grid Computing
http://www.oracle.com/technology/products/database/clustering/index.html

RAC: The Cluster Database

Networ k

Users

Centralized

Management
Console
No Single
High Speed Point Of Failure
Switch or
Interconnect
Clustered

Database Servers

Hub or
Switch
Fabric

Mirrored Disk
Subsystem

Figure 1: Oracle RAC —clustering database servers — foundation for Enterprise Grid

CERN IT Department Computing delivering high availability, scalability and flexibility.
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D Tier0O Database Architecture for PhysIiCS Department

Applications consolidated on large clusters, per experiment
 Redundant and homogeneous HW across each RAC

Oracle RAC on Linux, CERN-IT-PSS
220 CPUs, 440GB RAM, 300TB disk
{November 2007)

) | cmMsr M 7sAN e
linfrastructure

CERN LAN

? Mid-range PC:
= 2x Xeon 3Hz, 4GB RAM

Storage array
CH-1211 Geneve 23
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[DM Architecture (storage) T e
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| Following SAME concept:
— Oracle ASM for mirroring across arrays and striping
« Two diskgroups per database (‘data’, ‘recovery’)

* Destroking: most accessed data on external part of disk

* Example:

DiskGrpl | DiskGrp2

+t—>

Mirroring

D > — >
Striping

Striping

CERN IT Department
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DM Architecture (services)
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Resources distributed among Oracle services
— Applications assigned to dedicated service
— Applications components might have different services

Service reallocation not always completely transparent

Department

CMS_COND Al A2 A3 A4 A5 A6 A7
CMS_C2K A2 A3 Ad A5 A6 A7 Al
CMS_DBS A5 A3 Al A2

CMS_DBS_W Ad A5

CMS_SSTRACKER

CMS_TRANSFERMGMT

CMS RAC Node # 1 2 3 4 5 6 7 8
CMS_COND Al A2 A3
CMS_C2K A2 A3 A4
CMS_DBS A4 A2 Preferred Al
CMS_DBS_W A3 A4 AS

CMS_SSTRACKER

CMS_TRANSFERMGMT

1 | | |
1 1 1 1
J J J J
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M Architecture (load balancing) T
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e Service’s connection string mentions ALL virtual IPs
e It connects to a random virtual IP (client load balance)

* Listener sends connection to least loaded node where service
runs (server load balance)

$ sqlplus cms_dbs@cms_dbs

Virtual IP

[]

~1 |7

( _cvmspBs |

i
|

-
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M Architecture (load balancing) CERNLIpartmem
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« Used also for rolling upgrades (patch applied node by node)

« Small glitches might happen during VIP move

— no response / timeout / error
— applications need to be ready for this - catch errors, retry, not hang

$ sqlplus cms_dbs@cms_dbs
Virtual IP

cmsr3-v

cmsrl-v

cmsr2-v

I<— I
I<—- I

[Iistener cmsrl listener cmsr3| [listener cmsr4 ]

-—J

CMS DBS

CERN IT Department
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DM Apps and database release cycIeCERNLIpartmem

e Applications’ release cycle

Ee €& EE

Production service

Development service Validation service

e Database software release cycle

-y /)roductnon service
ﬂ version 10.2.0.n
} \

Validation service

PrOdUCtIOI'\ service

version 10.2.0.(n+1) )
CERN IT Department version 10.2.0.(n+1)
CH-1211 Geneve 23
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M Backup strategy used at TierO =T
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Both Oracle-recommended strategies implemented for all
production systems using RMAN
* Incremental backup strategy:
— backups go to tapes
— weekly or biweekly level 0 backups (depending on the DB size)
— level 1 cumulative backup inbetween
— daily incremental level 1 differential backups
— archivelog backup every 30 minutes
* Incrementally updated DB copy strategy:
— dalily incremental differential backups applied with 2 days of delay

— copies, incremental backups and archived redo logs stored in the
Flash Recovery Area

e Central machine to schedule and run all the backups
« Central RMAN catalog exported on regular basis

CERN IT Department
CH-1211 Genéve 23
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M Oracle DataGuard for RAC migration T
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Commodity hardware has small warranty periods
« Hardware specifications progress very fast

* Minimal downtime required independent of
database size

« Easy to fallback in case of error

ﬁ-—
OLD HARDW Ap(S\.:'nntch over to primarysq NEW HARDWARE

. Can include \
— version change

— migration to 64bijt PRIMARY DATABASE STANDBY DATABASE

— hardware upgrades

e QOur use cases: migrate hardware (storage +
servers) and
— upgrade 10.2.0.2 to0 10.2.0.3
— upgrade 32bit to 64bit OS+RDBMS

CERN IT Department
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M Physics databases numbers =T

lD
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& ’.' ~20 RACs

— 6-8 nodes
— ALICE 1TB, ATLAS and CMS 4TB, LHCb and WLCG 3TB

« 220 CPUs, 440GB RAM, 300TB disk
— soon quad-cores (3-4 node RAC)

» 345 production schemas (feb07)
* 9.625 GB production data
— largest table: 3.02 billion rows (IOT, non partitioned)

 Workload

— 5.2 million sessions/week (week 3/2008)
— 128 MB/s (average for week 3/2008)
— 995 CPU hours/week (CPU time avg for week 3/2008)

CERN IT Department
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M Distributed Service Architecture I

gO)
; === Qracle Streams
w==_http transfer

=== Cross DB copy and /—\A
MySQL/SQLite files

10 0

- autonomous

reliable service

T1 - DB backbone

- all data replicated
- reliable service

T2 - local DB cache

- subset data
- only local service

Online DB

- autonomous
reliable service

2) Oracle DB cluster

] MySQL/SQLight file
Squid cache

— Read-only access at Tier-1/2
FroNTier server (at least initially)

CERN IT Department
CH-1211 Genéve 23
Switzerland ) ) ' )
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Technology for sharing information between
databases
e Database changes captured from the redo-log and

propagated asynchronously as Logical Change
Records (LCRS)

Source ‘w“w
DatabaseA

‘ww Tar
get
A Database

CERN IT Department
CH-1211 Genéve 23
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Network optimizations Department

D ‘A Downstream capture & CERN[T

I ]
'

* Downstream capture to de-couple Tier O production
databases from destination or network problems

— source database availability is highest priority

* Optimizing redo log retention on downstream database to
allow for sufficient re-synchronisation window

— we use 5 days retention to avoid tape access

e TCP and Oracle protocol optimisations yielded significant
throughput improvements (factor 10)

ey . — network latency to some sites 300 mls(!)

Source ‘w‘w Downstream
Database I l Database
P Tw

—

Redo Transport *
method — :
I

@@Target
I I Database

Logs
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[D M Streams lessons learned Ll-partmem
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 Filtering - capture vs. propagation rules
— performance difference significant
— obtained a factor 5 in apply speed

* Be aware of row-id based operations
— apply side can be significantly less efficient

* SQL bulk operations (at the source db)

— may map to many elementary operations at the

destination side
— need to control source rates to avoid overloading

« Streams fail-over in case of site problems

— naive set-up can run into problems with spilling

— proposed set-up with dedicated “problem” stream
proven to work during site/network problems

CERN IT Department
CH-1211 Genéve 23
Switzerland o \ )
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M Streams enhancements in 119 Ll-partmem

ol | _ ORACLE’ 11 g
* Performance improvements DATABASE

— minimizes disk 1/O and reduce capture latency
— reduces CPU consumption

 Combined Capture and Apply

— direct communication between capture and apply
processes
— observed significant gain in replication throughput for
several applications
e e.¢g. 12,000 lcr/s (11g) instead of 5,000 Icr/s (10g)

— this will help us to
 increase the replicated data volume for 1-to-1 replication set-
ups
« decrease the time for tier sites to catch-up after
outages/interventions

Data comparison, performance advisor, automatic
split and merge procedures, ....

CERN IT Department
CH-1211 Genéve 23
Switzerland o 1 )
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o 24X7 reactive monitoring
— Lemon Alarms, Operators, SysAdmins
 HW failures, OS problems, High load
— Host and, instance and service availability
 home grown monitoring

« Active monitoring
— Oracle Enterprise Manager
e execution plans, resource usage per service
— 3D monitoring included into experiments dashboards

— Lemon
— Weekly reports (sent to experiment DBASs/links/3D)

» SQL changes, service usage, bad connection
management, bad indexes

CERN IT Department
CH-1211 Genéve 23
Switzerland o 1 )
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M Oracle Enterprise Manager

Top Activity

Jrag the shaded box to change the time period for the detail section below.

Switch Database Instancel atlrcern_ch_atlr1 :I' (GoJ

View Datal Real Time: 15 Second Refresh j

88
77 B Other
[ Cluster
86
g B Network
'% 55 W Administrative
] B Configuration
44
® B Commit
% a3 B Application
g 29 B Concurrency
B System 1jO
11 A W User /O
00 S 2 2 FEY. v.F R RS ] Scheduler
527 530 5:35 5:40 5:45 5:50 5:55 6:00 6:05 610 615 620 825 B cru
Nov 8, 2007

Detail for Selected § Minute Interval
Start Time Now 8, 2007 5:38:34 PM MET
Top SQL
| Schedule SQL Tuning Adwisor |

| Run A5H Report )

Top Sessions

View ITop Sessions 'l

| Create SQL Tuning Set )

CERN IT Department
CH-1211 Genéve 23
Switzerland
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Select Al | Select None Activity (%) T | session ID|User Name |Program |
Select Activity (%) |saL Ip [SQL Type| I 29 72 635 ATLAS_PVSS_READER root.exe@roatali (TNS V1-V3)
[ N 4278 3tizyitlyemp? SELECT NN 5.77 579 ATLAS_PS_W3 httpd @ccwbsn01.in2p3.fr (TNS V1-V3)
[ I 1130 agButq96scikq SELECT | RN 675 ATLAS _DASHBOARD DN _WRITER data.stats.collection@lxardall.cem.ch
r 830 OpcmaThryn2x0 SELECT T 673 ATLAS PS W3 (TS V-
O [W 587 aahvgmuardz07 SELECT gy 5 45 661 ATLAS_PS_W1 python@atlas002.uta.edu (TNS VA-V3)
T s i e g 333 874 sYs oracle@itrac21.cem.ch (LGWR)
AR Tgmrspddydvd SELECT g 393 545 ATLAS DQ2 R hitpd. worker@Ixb7239.cem ch (TNS V-
rEi7 2ddpiygkchy  SELECT V3)
r pimn 9scc29h43mAap INSERT 328 859 SYS oracle@itrac21.cem.ch (ARCO)
1129 Thzn20h90y9rk SELECT 318 858 SYS oracle@itrac21.cem.ch (ARC1)
1100 Skircionmdic |SELECT | MW 278 636 ATLAS_DQ2 W httpd warker@Ixb7238.cem.ch (TNS V1-

| Schedule 5QL Tuning Adwisor | Create 5QL Tuning Set )

Total Sample Count: 659

Vi)
Total Sample Count: 1,008

Oracle use within the LCG -23 )



RACMon - monitoring T
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0 U ASM Prod Services | All Services  Unavailability Performance Backup CDB State  StreamMon

=

H int9r ¥ intr ¥ lcgr ¥ |hcbr ® pdbr &

atlr = atonr B cmsonr B cmsr B compr B d3r ® int11r & int12r ¥ int2r =

Last update: 2008-02-13 11:33 (4 minutes ago)

Cluster: atir - RAC for ATLAS (monitoring enabled) iast upsate: z008-02-12 11:32

DB instances Production services ASM cDB Backup
Avallability last T days 100% 100% 100%
Status CK CK OK oK OK

& Modes: atirt (jtrac21)  , atlr2 (itrac22) - , atir3 (itrac23) -, atlr4 (itrac24) -, atirS (itrac25)  , atir6 (itrac26)
10 Storages: itstor30, itstor21, itstord2, itstordd, itstordd, itstords, itstor3s, itstord7, itstord8, itstords
Sessions (per node): atlr1 (38), atir2 (43), atir3 {102), atlrd (108), atlr5 (123), atiré {12)

Cluster: atonr - RAC for Atlas Online (monitoring enabled) isst update: 2008-02-13 11:33

DB instances Production services ASM CDB Backup
Avallabllity last 7 days 100% 100% 100%
Status OK OK OK OK OK

& Nodes: atonrt (itrac45) |, atonr2 (jtrac4B) - , atonrd (jtrac4T) . , atonrd (itrac48) ", atonrS (itrac4d) |, atonrd (itrac50)
10 Storages: itstord2, itstord3, itstord4, itstord5, itstorS4, itstorSS, itstor58, itstorT, itstor58, itstor3s
Sessions (per node): atonr (42), atonr2 (58), atonrd (47), atonrd (63), atonrS (50), atonrs (4)

Cluster: emsonr - RAC for CMS Online (monitoring disabled) izst updste: 20080212 11:33

DB instances ASM CcDB Backup
Availability last 7 days 98.88% 99.08%
Status BAD BAD BAD BAD

6 Nodes: cmsonr! (cms-srv-c2c01-11) , cmsonr? (cms-srv-c2¢01-12) , cmsonrd (cms-srv-c2c01-13) , emsonrd (cms-srv-c2c01-14) , cmsonr5 (cms-srv-c2c01-15) , cmsonrs (cms-srv-c2c01-16)
0 Storages:

Cluster: cmsr - RAC for CMS (monitoring enabled) iast upaste: 200802213 11:33

DB instances Production services ASM cDB Backup
Avallability last T days 100% 100% 100%
Status CK CK OK OK OK

B Modes: cmsri (itrac301) ° , cmsr2 (itrac302) + , cmsrd (itrac303)  , cmsrd (itrac304) |, cmsrS (itrac305) ~ , cmsr6 (itrac308) + , cmsr7 (itrac30T)  , consrd (itrac308)
10 Storages: itstor301, itstor302, itstor203, itstord0d, itstord05, itstor308, itstord0T, itstor308, itstord2d, itstord24d
Sessions (per node): cmsr (41), cmsr2 (B6), cmerd (166), cmsrd (48), emsr5 (84), cmsrd (68), cmsr7 (68), cmserd (42)

Cluster: compr - RAC for COMPASS (monitoring enabled) isst update: 2008-02-13 11:33 —

CERN IT Department
CH-1211 Genéve 23 MR inetancae Dradirtinn carmdene ACKA [adal-] Barloiam {_LHN
Switzerland
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Monitor ~ [ Maps ~|DBs ~ [l @ Graphs ~ |Errors ~ | Availability ~ | History ~[Reports ~|
Al ~| *|CMS ~[LHCb ~|TEST ~|

ACTIVE STREAMS

Stream LCR Cap LCR Eng LCRs Prop LCRs Deq LCRs App Latency Capture State Propagation State Apply State State
ATLDSC.CERN.CH=>ASGC3D.GRID.SINICA.EDU.TW 210.84 /s 0/s 0/s 0/s 0/s 0sec CAPTURING CHANGES ENABLED IDLE 1)

ATLDSC.CERN.CH=>ORCL.BNL.GOV 210.84 /s 0/s 0/s 0Js O/s 0sec CAPTURING CHANGES ENABLED IDLE
ATLDSC.CERN.CH=>ATLASCND.CR.CNAF.INFN.IT 210.84 /s 0/s 0/s 0/s O/s 0sec CAPTURING CHANGES ENABLED IDLE )
ATLDSC.CERN.CH=>LCGDB1.GRIDKA.DE 210.84 /s 0/s 0/s 0/s O/s 0sec CAPTURING CHANGES ENABLED IDLE
ATLDSC.CERN.CH=>ATLDB.IN2P3.FR 210.84 /s 0/s 0/s 0/s 0/s 0sec CAPTURING CHANGES ENABLED IDL
ATLDSC.CERN.CH=>ATLAS.DB1TIER1.NDGF.ORG 210.84 /s 0/s 0/s 0/s 0/s 0sec CAPTURING CHANGES ENABLED
ATLDSC.CERN.CH=>0GMA.GRIDPP.RL.AC.UK 210.84 /s 0/s 0/s 0/s O/s 0sec CAPTURING CHANGES ENABLED
v e s 5 CHANGES ENABLED
M””’i‘ > :‘niuﬁ. 5 CHANGES ENABLED

’ FOR REDO ENABLED

: mm&% Y ‘w'jb 5 CHANGES ENABLED

m

L=}
m
@

=
=
m
=

=
=
m
=

=
—
m
=)

i
B
1,
L]
EB

=
r
m
=

=l
[l |
m |m
2=

Monitor ~|Maps ~|DBs_~|Streams ~ | Graphs _~ |Errors _~ | Avallability ~ | History '

Streams report
==

ATLAS streams activities between 9.6.2007 and 09.07.2007

|awvailability |instances |captures |propagations |applys |queues |

nm-'nlf_:ﬂ D 9.6.2007 and 09.07.2007

Availability Table

I LiRs propagated’s
Tavportants Tebke belor shoms persentegs of sbadhube detsbese sveilsh Bty [mckuding semis mberventions snd netwarksrablems)
Lagana:

DB_NAME INST_ID Avadabdity
ToTAL 2007-05
ASGE3D.GRID. STNICA EDUTW 1 9970% 10000%  109.00%  9998%  095<%  100.00%  D998%  10000%  10000%  10000% 10209  99.55%  99.08%  9852%  9970% 9951 100.00%
ASCEID.CNID.STNICAEDUTW 2 2070% 10000%  109.00%  9908%  OaS4%  I0.00%  D0E%  10000%  10000%  10000% 10909 %  005%  0008%  9052%  0900%  a0i%  100.00%
ATLAS.DOITIERLNDGFORS 1 Yussml0O0I W™ 1090 1DMERT  War@m w651 Waswm 991/ 1000UT  SSSH UMM WU JGOU™  l0U0U™  0USUM  ISUS™  1oUST
ATLASCND.CR.CNAFINFNIT 1 9974% 10000%  109.00%  9977%  9956%  IN.00%  100.00%  100.00%  10000%  10000%  10009%  9972%  IDOO0%  10000%  10000%  10040%  100.00%
ATLASCND CR ENAFINFRIT T 5978 % 10009 %  10308%  9577%  ORSS%  130.00%  100.00%  10000%  10000%  10000%  1030%%  9992%  IDI00%  10000%  10000%  150.50%  10050%
arLoe inaarn i ssssw 10000% 1000w 997z osssw  [ESBENNNNS7cc - 19000%  99.53% 10000 10209  99se e 93sse  10000%  10000%  190.50%  100.50%
ATLDB.INZPAFR 3 9508% 10000%  100.00%  9972%  ouss%  EEEGNGENNNS7S7  100.00%  9S963%  10000%  10308%  9958%  7817%  10000%  100.00%  15080%  10000%
P = Gfeew inanam  inamam  oavre  oeses  EENSMGNNNSC <o~ 10000%  9963sM  inaoas  INanam  G@sAs  9riRe 10000 ianans  danmas imasas
T e—— i B024% 10000%  109.00% 0089 %  9826% 97N GeTS%  9953%  10000%  10000% 10009 W  992%  IOGO0%  99.00%  95.00% 2% 0080
ATLR.C ERNCH 1 el vs i  SESETe  YISE®  wasm  B8s Babes  SSJim SMBU™  SHArm WAl Wss s MOU®  Wsw Usesm 1SUSm luse
ATLR.CERN.CH 2 SE3L% 9972%  9898%  9958%  O729%  6785%  B1S4n  9931%  S8S0%  SM22%  SAII%  9955%  IDOO0%  9975%  99.49%  10080% 10080
ATLR.CERN.CH > se2s% 9a72%  smos%w  99SEs  ovassm  £783% B4 9847%  SES0%  SM23%  S7a1%  2045%  IDS00%  995%  00.43%  15040%  10080%
ATLILC ERNecH - smiamse7zm  ssosw  ossswm  orasa  s=isss  sascs  99.3im  Sasom  smizwm 741w 99ssm  I0000% 9975w  9ssem  19050m  100.80%
ATLR.CERN.CH s SB27%9972%  9898%  9958%  O729%  6783%  BIB4%  99.05%  SAS0%  SE22%  9620%  9955%  IDO00%  0975%  9949%  10080%  10000%
amacEamcH = aRa M eaTm  emoRm  ouses  Q7Jem  RIASE  RARcs Q9 WM GRENM  eRJ2% 9701 a  GGSS%  IMa0nM  0a7sW  oisam  ianmaa s
AronRcERN.CH i $9.50% 10000 %  100.08%  109.09%  9WS3%  I0.00%  100.00%  10000%  20000%  10000%  10009%  9970%  100.00%  10000%  10000%  10040% 10000 %
ATONRCERN.CH 3 $O50% 10000 %  iS0B%  0M00%  OB53%  100.00%  100.00%  i00.00%  10000%  10000%  I0M08%  9070%  iDADO%  10000%  i0060%  1S080%  100.80%
ATONR.CERN.CH 3 PU0%I000% 10000 10M0m  S63%  INOM  1000%  l00S0%  I0M00%  10AD%  IOM@% 0% 100D 1000%  100%  omnm  loss
. 99.50% 10000 %  108.08% 10003 %  D363%  190.00%  100.00%  10000%  100.00% 10808% ID900%  10000%  1000%  15080%  10080%
ATONR CERN.CH s vuramloovm  109Im  1sMSRm  wassm  1SU.0UTM  l0U0UM  10U0UT 1000 wenem wesem  lusum  wusum  susem lusem

Terminada

MI_IIJIJI

CERN IT Department £ i
CH-1211 Genéve 23
Switzerland

www.cern.ch/it
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Quad-core servers
— smaller RACs, 1 quad-core better than 6 instance RAC

e Data guard
— parallel RAC with small lag (few hours)
— fast disaster recovery

— can be open read-only to recover from human errors

e Streams replication
— add redundancy for downstream and streams monitoring

— automation of the split-merge (procedure used when one site needs
to be dropped/re-synchronized)

e Oracle 11g new features
— “SQL Replay” to have load on validation RAC

— “Data Guard - Standby snapshot” allows make a snapshot of
production DB

— “SQL Plan Management” to stabilize optimizer

CERN IT D t t 1] ”
211 s — “Result Cache” for faster results @
Switzerland .
Oracle use within the LCG - 26 7
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High Energy Physics and Astronomy produce
unprecedented amounts of data
— databases are a key component of the data handling with an
increasing scope in all areas of data handling & analysis
e Joint work between database vendors and science
community (eg in CERN openlab) has been extremely
beneficial for both sides
— allowed to construct one of the worlds largest distributed
database deployments world-wide for LHC
« Many of the technology and deployment issues are/will
soon be relevant also for larger commercial data
management systems

— the open environment of science is an ideal place to push the
limits of current technology further

— also to the benefit of non-science applications
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